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Prohibited and Restricted Products List   

 

Date released: December 21, 2023 

 

The list below sets out products and services that the Merchant cannot offer for sale or sell in connection with AMS.  
It is compiled based on AUS’s assessment of Relevant Laws, Scheme Requirements, exposure to Chargebacks, 
Refunds and fraud risks, adverse reputational impact and potential costs in providing AMS to the Merchant for the 
relevant categories of products and services.  

If AUS agrees to provide AMS to the Merchant for a particular product or service category, it is not and should not 
be interpreted a warranty or opinion of AUS that such product or service complies with Relevant Laws or Scheme 
Requirements.  The Merchant is and remains solely responsible for ensuring that its sale of products and services 
comply with Scheme Requirements and Relevant Laws in its country of origin and the countries in which the Users 
are located (and acknowledges that the list below does not set out all products and services that are so restricted).   

This list may be updated from time to time by AUS at its sole discretion, by providing notice to the Merchant, where 
needed to ensure compliance with Relevant Laws, Scheme Requirements and to prevent high levels of Chargebacks, 
reputational risks and/or to reduce exposure to potentially fraudulent or illegal Transactions. 

No. Main Category Prohibited/Restricted Item 

Prohibited Products  

1 
Gambling 

Gambling & Lottery 

2 Equipment specifically used for gambling 

3 

Illicit Drugs, Precursors and Drug 
Paraphernalia 

Drugs (including products containing any amount of cannabidiol 
(CBD), which includes products containing CBD derived from 
hemp (cannabis with less than 0.3% THC) or CBD derived from 
marijuana (cannabis with more than 0.3% THC)), and tools 
specifically intended for the production of drugs, drug 
paraphernalia, illegal drugs, substances designed to mimic illegal 
drugs and  

4 Anesthetic and psychotropic drugs 

5 Pseudo pharmaceuticals or other pharmaceutical products not 
been approved by the applicable local and/or national 
regulatory body 

6 

Flammable, Explosive and 
Hazardous Chemicals 

Poisonous or hazardous chemicals, Highly toxic pesticides 

7 Explosives and explosive devices, Flammable and explosive 
chemicals, fireworks and firecrackers 

8 Radioactive materials 

9 Ozone depleting substances 

10 

Weapons, Firearms and 
Ammunitions 

Military equipment, weapons that can incapacitate or cause 
serious physical harm to others, including weapons of all types 
(including daggers, firearms and accessories, replica weapons, 
ammunitions and explosives regulated under Relevant Laws), 
military uniforms 

11 

Government, Law Enforcement and 
Military Issued Items 

Articles of clothing or identification that claim to be, or appear 
similar to, official government uniforms; 

12 Law enforcement badges or official law enforcement equipment 
from any public authority, including badges issued by the 
government of any country 
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No. Main Category Prohibited/Restricted Item 

13 Police equipment and associated products  

14 The following mass-transit related items are prohibited: 
a) Any article of clothing or identification related to 
transportation industries 
b) Manuals or other materials related to commercial 
transportation 
c) Any official, internal, classified or non-public documents. 

15 

Medical Drugs/Service 

Online sell prescription drugs, psychotropic drugs and narcotics, 
including orally administered or ingested sexual enhancement 
supplements 

16 Healthcare services including psychological counseling 

17 Surrogacy services 

18 Online pharmacies, medical devices and services  

19 

Adult and Obscene Materials 

Pornographic and vulgar audio visual products, pictures, 
channels, and publications, fetish products, sado masochism 
(SM) product 

20 Pornographic and vulgar erotic services (including sex chatting 
and prostitution) 

21 

Circumvention Devices and Other 
Equipment Used for Illicit Purposes 

Descramblers and other items that can be used to gain 
unauthorized access to television programming (such as satellite 
and cable TV), internet access, telephone, data or other 
protected, restricted, or premium services 

22 Devices designed to intentionally block, jam or interfere with 
authorized radio communications 

23 

Illegal Services 

Government services and related products，such as official 

government-issued identification documents; Any materials, 
equipment or processes designed for use in the production of 
government-issued identification documents  

24 The posting or sale of bulk email or mailing lists 

25 

Financial Related 

Financial service, including money transfers, issuing bank 
guarantees and letters of credit, loans, fundraising and funding 
for person investment purposes, insurance products or services, 
etc. 

26 Financial product, including currency in digital or any intangible 
form (e.g. crypto-currency) 

27 
Child labor 

Any products or services using child labor or mined, produced, 
or manufactured wholly or in part using forced labor 

28 Charity Charitable Organization products and/or donations 

29 Auction service Auction service 

30 Precious metals Conflict minerals and diamonds 

31 Antique Artifacts, cultural relics, historical grave markers 

32 

Human Parts, Human Remains and 
Protected Flora and Fauna 

Human body parts and remains 

33 Any species protected by the Convention on International Trade 
in Endangered Species of Wild Fauna and Flora (CITES) or any 
other local law or regulation 

34 
Offensive Material and Information 
Detrimental to National Security 

Information of endangering national security, including 
promoting terrorist and extremist organizations, subversion of 
state power, and disseminating state secret. 
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35 Discriminatory or degrading information related to race, gender, 
religion, region, etc. 

36 

Tobacco Products 

Online sell tobacco products, including but not limited to cigars, 
cigarettes, cigarette tobacco, pipe tobacco, hookah tobacco, 
chewing tobacco, imitation tobacco products (e.g. vaporizers, 
nasal snuff) and tobacco leaf  

37 Electronic cigarettes 

38 Alcohols Online sell alcohols, and drinks include alcohol 

39 
Sanctioned and Prohibited Items 

Products prohibited by laws, regulations, sanctions and trade 
restrictions in any relevant country or jurisdiction worldwide 

40 

Real estate 

Real estate (including intermediaries) allows buyers to contact 
the seller to get more information and express interest about 

the property listed，but do not allow related transactions 

41 
Replica and Counterfeit Items 

Counterfeit or replica products, goods infringing on third party 
intellectual property rights 

42 

unreasonable software sales 

Academic Software, any academic software sold at discounted 
prices to students, teachers, and employees of accredited 
learning institutions unless the sellers are authorized 

43 OEM Software, "OEM" or "bundled" copies of software are 
prohibited unless you are selling it with computer hardware 

44 Goods or services that do not 
comply with local US laws and 
regulations 

Goods or services that do not comply with local US laws and 
regulations 

Restricted Products 

45 Gaming Gaming 

46 Streaming Streaming 

47 
Multi-purpose stored value card 

Regulated multi-purpose stored value card and prepaid cards 
(including gift cards and other stored value cards) only for 
specific brand, not for multiple purpose, e.g. Apple store card 

48 

Non-fungible tokens (“NFTs”) 

Non-fungible tokens (“NFTs”) – need to satisfy requirements 
below: 
Non-fungible tokens sold by the Merchant or transacted on the 
Merchant’s platform cannot have the following characteristics: 
• Have, as its underlying asset, anything other than art (such as 
graphics, music, videos etc.) 
• Associated, connected or in any way linked to any securities, 
cryptocurrency, source of interest, dividend or other income, or 
gambling. 
• Be divisible into smaller units. 
• Be exchangeable for cash or cash equivalents. 
• Be used as currency or medium of exchange. 
• Infringement of any intellectual property rights. 
• Be purchased by any means other than fiat currency. 
In addition, additional DD review applies. 
Merchants that offer for sale or sell NFTs in connection with 
AMS agrees as follows: 
(a) the Merchant shall be ensure that the NFTs sold do not 
infringe any intellectual property rights; 
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No. Main Category Prohibited/Restricted Item 
(b) the Merchant shall fully cooperate with AUS in any audit, 
investigation and/or remediation on the sale of NFT’s 
compliance with Relevant Laws, Scheme Requirements and 
AUS’s internal policy; and 
(c) the Merchant shall indemnify and hold AUS and its 
Representatives harmless against any Losses arising out of 
unauthorized use or infringement of any IP Rights of any third 
party in connection with the NFTs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


